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Decision/action requested

This contribution propose to discuss the traffic protection in interworking between LTE and 5G
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Rationale

This contribution is proposed to discuss the traffic protection issue in interworking between LTE and 5G.
3.1 Analysis on the architecture and procedures for interworking
As specified in TS 23.247 [1], interworking between LTE and 5G is supported at service layer functionality applies in cases where the same Multicast/Broadcast service is provided via eMBMS and 5MBS. The joint function with collocated BM-SC and MBSF/MBSTF is proposed for the interworking issue. The joint function connected with MBMS-GW for EPS part, while it connected with MB-UPF for NR part.
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Fig.1 5MBS-eMBMS interworking system architecture at service layer [1]

· Mobility from 5G to LTE

When moving to E-UTRAN/EPC, the UE initiates procedures as defined in TS 23.246 [2] to receive MBMS service for the TMGI(s), which means UE needs to the procedure in eMBMS is reused. MBMS-GW is involved in the procedure to establish the traffic flow.
· Mobility from LTE to 5G

When the UE has moved to NR/5GC, it triggers the multicast context and multicast flow setup/modification via PDU Session Modification procedures as defined in clause 6.8 in 23.247 [1] to receive 5G MBS transport for the TMGI(s). MB-UPF is involved in the procedure to establish the traffic flow.
Observation 1: The joint function with collocated BM-SC and MBSF/MBSTF is proposed for the interworking issue. The joint function connected with MBMS-GW for EPS part, while it connected with MB-UPF for NR part.
Observation 2: In the mobility, the traffic flow is setup/modified between UE and the joint function. Based on the interface between the joint function and MBMS-GW/MBSTF, the joint function is able to distinguish the 5MBS or eMBMS.
3.2 Analysis on the key distribution for UP solution in interworking
For key distribution via user plane, the UE establishes a secure connection with MBSF/MBSTF(for 5MBS)/BM-SC(for eMBMS) based on GBA or AKMA, which means GBA or AKMA needs to be supported by PLMN who wants to use MBS service. 
Three levels keys are defined for UP solution for both eMBMS and 5MBS: MBMS User Key (MUK), MBMS Service Keys (MSKs) and MBMS Transport Keys (MTKs). The delivery of MSKs is secured with user specific MUK, which is received from GBA or AKMA. The MSKs are used to protect the delivery of MTKs. MTKs are used to secure the traffic. 
· Mobility from 5MBS to eMBMS

When moving to E-UTRAN/EPC, the UE initiates procedures as defined in TS 23.246 [2] to receive MBMS service for the TMGI(s). Afterwards, the security channel is established between UE and the joint founction via MBMS-GW using GBA with MUK. Afterwards, MSK and MTK are delivered with protection in user plane. 
· Mobility from eMBMS to 5MBS

When the UE has moved to NR/5GC, it triggers the multicast context and multicast flow setup/modification via PDU Session Modification procedures. Afterwards, the security channel is established between UE and the joint founction via MB-UPF using GBA/AKMA with MUK. Afterwards, MSK and MTK are delivered with protection in user plane.
Observation 3: key distribution for UP solution in interworking is workable. It follows same security procedure with standalone case without interworking. 
3.3 Analysis on the key distribution for CP solution in interworking

For key distribution via control plane, GBA or AKMA is not need to be supported by PLMN who wants to use MBS service. 

Two levels keys are defined for CP solution for 5G MBS[3]: MBS Service Keys (MSKs) and MBS Transport Keys (MTKs). The delivery of MSKs is secured with control plane, which is protected with NAS security. The MSKs are used to protect the delivery of updated MTKs. MTKs are used to secure the traffic. 

Observation 4: The main difference for CP solution and UP solution is protection of MSKs.
· Mobility from 5MBS to eMBMS

Same with UP solution. 

· Mobility from eMBMS to 5MBS

When the UE has moved to NR/5GC, it triggers the multicast context and multicast flow setup/modification via PDU Session Modification procedures. In the procedure, MSK and MTK are delivered in control plane with NAS security, which is same with the standalone issue when UE joins 5MBS in 5G directly.
Observation 5: key distribution for CP solution in interworking is workable. It follows same security procedure with the standalone case without interworking.
Proposal 1: The key distribution in interworking between LTE and 5G follows the security procedure in the standalone case without interworking. 
4
Detailed proposal

It is proposed to endorse the following observation and proposals as the conclusion of the interworking issues for 5MBS, i.e.,

Observation 1: The joint function with collocated BM-SC and MBSF/MBSTF is proposed for the interworking issue. The joint function connected with MBMS-GW for EPS part, while it connected with MB-UPF for NR part.
Observation 2: In the mobility, the traffic flow is setup/modified between UE and the joint function. Based on the interface between the joint function and MBMS-GW/MBSTF, the joint function is able to distinguish the 5MBS or eMBMS.
Observation 3: key distribution for UP solution in interworking is workable. It follows same security procedure with standalone case without interworking. 
Observation 4: The main difference for CP solution and UP solution is protection of MSKs.
Observation 5: key distribution for CP solution in interworking is workable. It follows same security procedure with the standalone case without interworking.
Proposal 1: The key distribution in interworking between LTE and 5G follows the security procedure in the standalone case without interworking.
